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Along with the information technology and the widespread application, the 
electronic document is carried out generally greatly influences the prison confidential 
document management process. Throughout the prison system began to confidential 
information transformation, using information network for confidential information 
transmission, improve the information transmission speed, reduce paper costs 
confidential cost. This dissertation mainly aims at the prison and other confidential 
units throughout the manual management of classified information, causing large 
workload, confidential work is not steady problems, research and development for the 
internal management of confidential file utility software -- confidential document 
management system. 
This dissertation firstly studies the electronic file management trend of 
development, analysis of China's electronic file management present situation and its 
development trend. Secondly, the confidential document management system 
structure of the software system are studied, discussed the model of client / server and 
browser / server mode. Elaborated the two system structure characteristics and 
advantages, and their advantages and disadvantages are compared. 
Based on the current prison file management actual demand, a detailed account of  
the system analysis and design process, put forward the principle of system design, 
using Browser/Web/Data Base three layer system structure on the middle layer, using 
the popular Struts2 framework, adopting Tomcat as the Web application server, a 
relational database management system using SQL Server2008, the effective 
realization of the function of the system. 
The application of this system, cogent solve the original manual management 
mode of low efficiency, complicated and workload file borrowing tracking timely 
issues, improving electronic confidential file security, convenient for file sharing, 
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密的风险。 调查显示：有超过 85%的安全威胁来自组织内部，有 16%来自内部未
授权的存取，各种安全漏洞造成的损失中，30% - 40% 是由电子文件的泄露造成
的，而在 Fortune 排名前 1000 家的公司中，每次电子文件泄露所造成的损失平均
是 50万美元。 
防火墙或专网，可以防止外部人员非法访问，但不能防止内部人员通过 Mail
或者 U 盘将一些敏感文件发送给其他人。这种二次传播造成电子文档泄密。 那
么怎样才能防止电子文档的传播泄密呢?优盾文档安全管理系统，这就需要综合
加密技术、权限控制技术、身份认证技术等多种技术对电子文档进行保护，做到：  
·文档加密：盗走了 拿走了 没法用；权限控管：谁能看 谁能印 防篡改 
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